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The University of Texas at San Antonio 
 
Job Description 
 
Job Title:  Systems Architect, Cyber Security 

Code:   19290 

Salary Grade:  64 

FLSA Status:  Exempt 

Department/Division: Institute for Cyber Security (ICS) 

Reports To:  Director of Commercialization 

 
Summary 
 

 Function: To provide specialized software engineering expertise in leading the 
development, testing and implementation of web applications. 

 
 Scope: Responsible for using discretion and independent judgment in the concept 

to implementation process of web applications. 
 
Duties 
 

 Typical: 
1. Design, develop, and test all tiers of web applications. (e.g. built using 

Java and deployed on Tomcat 5X and MySQL or built using .Net) 
2. Work towards weekly/bi-weekly deadlines on fast-paced development of 

high-visibility, high-quality web application products. 
3. Assist product team in assessing the feasibility and priority of new 

features. 
4. Test regularly scheduled releases. 
5. Collaborate with other developers to optimize scalability and network 

efficiency. 
6. Establish overall software development standards to be used within the 

company. 
7. Stay up-to-date with competing and complimentary technologies. 
8. Perform additional duties as assigned. 

 

 Periodic: 
1. Attend appropriate meetings and conferences upon request. 
2. Special projects as assigned. 
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Education 
 

Required Preferred 
Bachelor’s Degree in Computer Science, 
Information Technology, or Engineering from 
an accredited institution. 

N/A 

 
Other Requirements 
 

Required Preferred 

Excellent written and verbal communication 
skills. 

Excellent Software Engineering to be able to 
write modular, encapsulated code in 
JavaScript, PHP, or equivalent technologies. 

Excellent interpersonal skills to be able to 
collaborate with front end developers and other 
team members to develop and implement 
viable  solutions. 

Experience using Tomcat 5.X/Apache as a 
deployment platform for web applications. 
Familiarity with JDBC S and one or more 
databases (primarily MySQL), SQL, Stored 
Procedures. 

Ability to exercise initiative, independent 
judgment, discretion, and flexibility. 

Familiarity with XML, HTTP protocol. 
Knowledge of security concepts, such as PKI, 
Java/.NET security APIs such as JCE/JCA and 
their implementations. 

Ability to work independently. Ability to use a productivity enhancing IDE 
such as Eclipse (or NetBeans.) 

Good problem solving skills.   Working OS knowledge expected of a good 
developer (Windows/Linux.) 

Criminal Background Check (CBC). 10 plus years of industry experience; 5+ years 
of experience with web development.   

 
Experience 
 

Required Preferred 
Experience in the development of web 
applications. 

N/A 

 
Equipment 
 

Required Preferred 
Personal computer and software necessary to 
perform the job tasks. 

N/A 

 
Working Conditions 
 

Usual Special 
Normal office environment. Requires occasional travel and evening work. 
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Supervision 
 

Received Given 
General supervision from supervisor. Direct and indirect supervision of assigned 

staff. 
 
Accuracy 
 
Proficiency in all duties performed. 
 
Security Sensitive 
 
Specific job requirements or physical location of some positions allocated to this classification 
may render the position security sensitive, and thereby subject to the provisions of section 51.215 
Texas Education Code. 
 
Internal Control 
 
Within the scope of position duties, responsible for seeing that operations are effective and 
efficient, assets are safeguarded, reliable financial data is maintained, and applicable laws, 
regulations, policies, and procedures are complied with. 
 


